NETGEAR

Connect with Innovation™

7000 Series - Configuring IGMP Snooping (Multicasting)

The aim of this document is to describe the steps to setup and test IGMP Snooping

The purpose Internet Group Management Protocol (IGMP) snooping is to restrain multicast traffic
in a switched network. By default, a LAN switch floods multicast traffic within the broadcast
domain and this can consume a lot of bandwidth if many multicast servers are sending streams to
the segment.

Multicast IP addresses are Class D IP addresses. Therefore, all IP addresses from 224.0.0.0 to
239.255.255.255 are multicast IP addresses.

IGMP Snooping can be very effective in network environments where Multicast applications like
Video/Audio streaming are being used.
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Software

Native VLAN: 1

Multicast software: VLC version 0.8.6d (supports IGMP v1,v2,v3)
Multicast stream: 700 Mb AVI File

Netgear Switch: GSM7312 FW 6.0.0.15, 6.1.0.9 and 6.2.0.14
Multicast Sender: WinXP 192.168.0.2

Multicast Receiver: WinXP 192.168.0.10 and 192.168.0.20
Multicast address: 239.255.0.1

Packet capturing software: Wireshark 0.99

Physical Setup

1x GSM7312 Prosafe Layer 3 Managed switch
3x Windows XP Computers

Logical Setup

Sender: 192.168.0.2
Receiver: 192.168.0.10
192.168.0.20

Network Diagram
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CONFIGURATION — Management IP address and IGMP

Set the Management IP address

1)

D

ONO O W
NN NN N

O

)

Plugged the console cable to the Serial port of the switch and the serial port on the
PC

Open a new Hyper Terminal session (connecting via the COM port) — settings 9600,
8, None, 1, None

Power Cycle the switch

Upon POST the User: prompt will appear

Username is admin , password “blank”

Type Enable to access the privileged mode (password “blank” )

Type network protocol none to reset the network settings

Type network parms <<Management IP>> <<Subnet Mask>> <<Default Gateway
IP>>. For example network parms 192.168.0.2 255.255.255.0 192.168.0.1

User copy system:running-config nvram:startup-config to save the configuration

10) Check with show network if the settings are correct

The switch should now be accessible patching a CAT5 Straight-through cable. The PC
NIC must be configured with an IP address within the same subnet used to configure the
management IP of the switch (Example: 192.168.0.2 255.255.255.0

IGMP shooping implementation

Enable IGMP Snooping (CLI) on VLAN 1

GSM7312)# config
GSM7312) (config) #ip igmpsnooping

GSM7312
GSM7312

( )
( )
(GSM7312)
( )
( )

(config) #ip igmpsnooping unknown-multicast filter
(config) #ip igmpsnooping interfacemode
(config) #exit

(GSM7312)# vlan database

This command activate IGMP on all the ports in VLAN 1
(GSM7312) (vlan) #ip igmp 1

This command activate the Querier to be the VLAN address (In this case 192.168.0.1)
(GSM7312) (vlan) #ip igmpsnooping querier 1

(GSM7312) (vlan) #exit

Enable IGMP snooping on any VLAN

In order to activate IGMP on any other VLAN the following list of commands must be
modified replacing <VLAN-ID> with the VLANID number:

GSM7312)# vlan database

(GSM7312) (vlan) #ip igmp <VLAN-ID>

(GSM7312) (vlan) #ip igmpsnooping querier <VLAN-ID>
(GSM7312) (vlan) #exit



TESTING - Multicast

1- Activated Wireshark on the Receivers to filter Multicast traffic

2- Activated VLC on the Sender, to send Multicast to 239.255.0.1, Source File a 700
MB AVI
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Both receivers would display the output in Fig.1 and receive the
Multicast AVI transmission on the VLC viewer

4- Closed VLC on one of the Receiver



i1 Inted(H) PRONI0O0 PL Metwork Conneclion (Micresall's Packe! Scheduler) | Capliring - Wireshark
Be [d Yew Go e e Sabsics b

e dow 2@ +x%8ReveFd BREacacn §08 % B

Fiter; *  Comssion,, (st doply

Wy, T Sﬂm Destiation protocd  Info A
GEEU LN, FOUUEY. DL, U EEVEINAL (T SOUNCE POFT: 4Lé  UASTINATION POTTI Lids
2207 230, TRABTS m 168. 0.2 235 2H0L upp Source port: 4312 Destination port: 1234
42108239, 799544 197.163. 0.1 239,235, 0.1 Source porty 4317  bestination port: 1234

# Frameg 1 (1370 bytes on wire, 1370 bytes captured)
# Ethernet 11, Src; Netgear_Bd:%d:50 CO0:00:5h:Bdi% 500, Osti OL:00uSes7Fi00; 0l {00:00:SesTFio00)
# INTErnet Protocol, Srci 192,168.0.2 (192.168.0.2), Dst: 230.295.0.1 (239.255.0.1)
# User Datagram Protocol, Src Port; 4310 (4313), pét Port: 1334 (1334)
pata (1328 bytes)

W00 UL UD SE /T OU UL U0 00 UD B0 08 50 U5 U0 43 U0 tiPasass LiaPusks
QL0 05 4C 1F 49 00 00 05 11 0 ad <0 28 00 02 ef Ff  L.loees ivuienns
Q20 OO OL 10 dd 04 2 0536 M T BN OFle 2 Tb ...aenB Ll
NO30 52 50 OO0 Q0 57 41 47 00 45 11 33 <9 17 43 2C 02 RP..WAG, E.3..8,.

M40 Ffoec 57 Fd S2 86 55 1c Sb 29 a7 IS bedd ed 30 W, T!.-\-. .211...-

AER 3 D fd 41 OF as s THOEF da TE 1. B3 oF 47 A4 = 1o mllu v =

IntsiR) PR LOG: PL Nebwork Connction (Maormsoft's Packet Schaduer) : mwﬂnmma Pzl e e M

Fig.2

Fig.2 show the output on one of the clients once the Client stops claiming Multicast
membership



